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AGENDA

* Introductions & Webinar instructions

* Axiom Help and Syntellis Central Refresher
* Platform Upgrade Recommendations

* Managing Security

e Questions and Answers
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PERFORMANCE SOLUTIONS

We offer solutions that turn data into intelligence,
transforming raw information into a clear path forward ...
resulting in elevated client performance.

SN &
SYNTHESIS @ @@ INTELLIGENCE

Note: In order to continue receiving important product announcements, thought leadership and best practices from
Syntellis, please request that your IT department add the following new IP address to your Corporate Allow List:
192.28.158.208
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We value your feedback!

Please take our to help us understand the
challenges and opportunities facing your industry and how
Axiom software equips you to solve them.

The first 400 respondents who complete the survey will
receive a $15 Amazon e-gift card.

© Syntellis Performance Solutions, LLC, 2020. All rights reserved.


https://www.surveymonkey.com/r/syntelliseoysurvey20

Advantage Program

New and enhanced programs support user expertise, time to value and improved satisfaction

Syntellis Central Performance Client Relationship
Management Summit

Save the date for
March 9-11, 2021!
Summit will be virtual

this year.

24/7 self-service portal to
manage Support cases,
access training, view active
implementations, and
troubleshoot.

Executive

A designated partner
who is dedicated to your
long-term success and

engagement.

Axiom Help Insights webinars Axiom Academy

Library of self-service
articles, videos, and
troubleshooting guides.

Quarterly hands-on
webinars addressing
clients’ most common
questions and requests.

S

Virtual training and
certification options, all
based on skill level.

)
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Refresher:
Axiom Help and Syntellis Central
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Axiom Help & Syntellis Central

* Axiom Help — What has changed?

* Syntellis Central — Creating a login

 New features

* Access to videos and training
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Axiom Help

Axiom Help can be accessed from within the software application
* Product specific Help
* Platform Help (Advanced Help)

Training videos

* Moved to Syntellis Central to allow broader access
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AXIOM HELP — overview

NOTE - With the release of Version 2019.4, all HELP options have been moved to the
MAIN | AXIOM MAIN or ADMIN | AXIOM ADMIN menus

M ADMIN -_ AXIOMMAIN Home
’:"Ll_b ? {J':{;I E @ II:IJ 'Y e Formula Bar m ij D P m

Open App Online Mavigation >ave Refresh  Change Additions Quick  GoTo _ Publish Reports Report Security Close
Menus Help ~ - Data  view - - Filter - Headings - - Tips Manager Axiom SW

“ MAIMN ADMIN AXIOMMAIN Home
(D) _ - X
he_of dl-"
E‘ » =] &f _L ‘b P & I

- Formula Bar .
Admin Task Security Locked System  Scheduler Process Imports & Data File . System Recovery ?'USE
Panes ~ - ltems Browser Management ~ Utilities = Protection = Headings Tools = - Axiom SW
MAIN  ADMIN | AXIOMMAIN | Home
?8 BUD - %8 CT~ IE = {':l Lq [ save ~ |E:J‘gl Refresh ~ l":rf Quick Filter | W= Print ~ [ 7 Protect = 9 Dx
?g FP -~ ?g RF - =5 Ilgl Change View ~ Flﬁ Snapshot Formula Bar ]
Reports Tables Imports Manage - . Help Close Axiom
?g CP~ . - - - = GoTo - W E-mail Headings - Software
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Syntellis Central

Client Portal (Syntellis.com/Central)
* Access Help documentation
* Locate technical training materials
e Submit a Support ticket
* Add additional information to an existing Support case
* Find the status of a Support case
e Access a training video
* Register for training
* Allows access to users who do not have Axiom installed on their workstation

Register and create a login ID

e Use your work email — connected to your email domain name for your organization

 Webinar —July 22 - https://ideas.syntellis.com/l/axiom-advantage-
series?utm source=outlook&utm medium=email&utm campaign=qi-sw-wbnr-axiom-advantage-series
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Platform Upgrade
Recommendations
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Platform Upgrade Considerations

 The 2020.x Axiom Software platform update(s) require:
* .Net Framework 4.8 or higher on end user workstations hosting:
* Axiom Windows client
e Axiom Excel client
* Cloud Integration Service (CIS) server.
* Supported operating system versions for end user workstations are:
* Windows 8.1 or Windows 10.
e Supported operating system version for the cloud integration service server are:
 Windows Server 2016 or 2019.
e If you are currently running version 2019.1 or earlier
It is required to upgrade the Axiom Cloud Integration Service when your Axiom Cloud
system is upgraded to version 2020.3.
e If you are currently running version 2019.2 or higher

You can upgrade the cloud integration service, but, it is not required.
* Note that *.khaepmcloud.com and *.axiomepmcloud.com are being deprecated and replaced with \
*.axiom.cloud.
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Managing Security in Axiom

Use of Subsystems and Roles
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Subsystems, Roles and User Security

* Subsystems

Roles

* Users

Best Practices

* Help Files

© Syntellis Performance Solutions, LLC, 2020. All rights reserved.
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Subsystem Budget Planning

Budget Budget
Admin Analyst

Budgeting
User

Role
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Security Design

Axiom Security is comprised of three major components - Subsystems, Roles, & User
level security.

= Subsystems define the maximum level of security.
= Roles define what assets a user can access.

= User level security grants access to the data tables & plan files by assigning
filters to each user.
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What is a Subsystem?

* Security subsystems allow you to define
groups of users to be managed as a
distinct "subset"” of users within the

system

* Typical subsystems

O O O O O O O O

SYNTELLIS

Budget Planning
Capital Planning

Cost Accounting
Financial Planning
Management Reporting
Productivity

Rolling Forecast
Comparative Analytics

© Syntellis Performance Solutions, LLC, 2020. All rights reserved.

A | Security Managemep

(O Users (O Rolés @ Subsystems

Subsystem settings fe-nat.g
rights. The settings define the
maximum rights for any user
assigned to the subsystem. The
user must still be granted rights at

the user or role level.

«<type here to filter list> x

Asset Replacement Planning

Budget Planning

Capital Planning
Capital Tracking
Comparative Analytics
Cost Accounting

Cost Management
Decision Support
Financial Planning
Management Reporting
Productivity

Rolling Forecast
Strategy Management

@eRamo Dev Prime (Copy) | COVID-19

Subsystem: Budget Planning
General | Permissions | File Groups | Tables

Edit general information.

Subsystem Details
Name |Budget Planning

Description:

Subsystem-5Specific Roles:
Budgeting Admin
Budgeting Analyst
Budgeting CDM
Budgeting Deductions Admin
Budgeting Deductions Analyst
Budgeting Hide Labor
Budgeting Hide ProvComp
Budgeting Hide ProvSalaries
Budgeting Hide Salaries
Budgeting Local Admin
Budgeting Physician
Budgeting User
GlobalDriverMgmt

Files

Assigned Users

Admin, Bud {(badmin)

Admin, Client {cladmin)
Administrator, System (admin)
Baker, Sam (Sbaker)

Banta, Logan (lbanta)

Bartlett, Stephanie (sbartlett)
Bird, Jason (JBird)
Brockermeyer, Roger (RBrockermeyer)
Casmer, Kelly (KCasmer)

Clark, Stewart (sclark)

Colbert, JoAnn {(JColbert)
Correll, Suzie (SCorrell)

Crane, Dave (DCrane)
Crosson, Nathan (ncrosson)
Dean. Yolanda (YDean)

Subsystem Admins

Apply OK | | Cancel




Subsystem

* What a Subsystem IS:

* Typically equals a licensed Syntellis Product
* Grants full access to Reports, Data, Plan files, etc. WITHIN the Product.
* Subsystem rights DO NOT cross products

* What a Subsystem IS NOT:

* Subsystems are not an alternative to roles.
* Roles and User level adjust the subsystem security levels down

¢ S Y N T E L L I s © Syntellis Performance Solutions, LLC, 2020. All rights reserved.



What is a Role?

* Users inherit the security settings
defined for their assigned roles.

* Role rights are additive.

* Roles are intended to grant
permissions, not deny permissions

* Roles do not provide access to data,
only to files.

» User security provides access to data.

SYNTELLIS

© Syntellis Performance Solutions, LLC, 2020. All rights reserved.

() Subsystems

<Everyonex
ARP Admin

Budgeting Admin

Budgeting Analyst

Budgeting CDM

Budgeting Deductions Admin
Budgeting Deductions Analyst
Budgeting Hide Labor
Budgeting Hide ProvComp
Budgeting Hide ProvSalaries
Budgeting Hide Salaries
Budgeting Local Admin
Budgeting Physician
Budgeting User

Capital Planning Admin
Capital Planning Analyst
Capital Planning Approver
Capital Planning Evaluator
Capital Planning User

Capital Tracking Accounting
Capital Tracking Admin
Capital Tracking Analyst
Capital Tracking Approver
Capital Tracking Purchasing
Capital Tracking PurchReq Appro’

+ 2 X

Role: Budgeting Admin
General | Permissions | File Groups | Tables
Edit general information.

Role Details

Name Budgeting Admin

Subsystem | Budget Planning v
Description:

Budget Administrator

Files | Startup

Assigned Users

Admin, Bud (badmin)

Admin, Client {cladmin)
Administrator, System {admin)
Baker, Sam (Shaker)

Banta, Logan (Ibanta)

Bartlett, Stephanie (sbartlett)
Bird, Jason (JBird)
Brockermeyer, Roger (RBrockermeyer)
Casmer, Kelly (KCasmer)

Clark, Stewart (sclark)

Colbert, JoAnn (JColbert)
Correll, Suzie (SCorrell)

Crane, Dave (DCrane)
Crosson, Nathan (ncrosson)

Dewees. Dawn (DDewees)

Apply oK | | Cancel




Product Roles

) Subsystems  Role: Capital Planning Admin

<type here to filter list> # | General Permissions | File Groups | Tables | Files

Systems with installed products will
have roles that are designed for use

Capital Planning Admin Edit general information.

Capital Planning Analyst

: Role Details
with the prOdUCt' Capital Planning Approver Name Capital Planning Admin
Capital Planning Evaluator : -
. Capital Planning User Subsystem | Capital Planning v K
* Product Admin: Person(s) _ _ _ Sescrintion:
. _ . Capital Tracking Accounting escrption:
responsible for the configuration Capital Tracking Admin Capital Planning Administrators
of the product and oversees th Capital Tracking Analyst
administration of the proces Capital Tracking Approver
. Capital Tracking Purchasing
’ PrOdUCt AnalVSt' PerSOI:](S) Capital Tracking PurchReq Appro
assisting product users in the Capital Tracking Transfer
planning process. Have ability to Capital Tracking User

M mamm e mrm B rm Aemm - A A tan

read/write reports and facilitate
Q&A on the plan files

* Product User: Typical End-User of
the product.
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Axiom Role Examples

General Roles Product Specific Roles
- Everyone - Budgeting Admin
- Budgeting Analyst

- Suite Administrator
- Security Admin - Financial Planning Admin

- Global Driver Management - Financial Planning Analyst
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What is a User?

* User security grants access to the data tables & plan files by assigning filters to each
user.

* User level security provides access to DATA within the following:
* Tables (ACT20xx, ACT_PAy27 202xx)
* Files: Reports and Utilities

* File Groups: Plan files, Drivers, Process Definitions

o User JSmith:
o Subsystem: Management Reporting
o Role: Management Reporting User
o Result: He can open up the Month End Dashboard, but unless he has User
filters defined he won’t get any data in the report.
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Security Setup for users

Initial security setup involves the following:

1. Assign the User to Subsystems

2. Assign the User to Roles

3. For each user, assign Files & Table data Access

4. For each user, establish Plan File Filters & Access.

Syntellis provides tools to apply standard data filters in bulk.

¢ S Y N T E L L I s © Syntellis Performance Solutions, LLC, 2020. All rights reserved.




Security SEtup General | Permissions | File Groups | Tables | Files ] Startup

Security is configured by 4 sections

Permissions: Granted at Subsystem level. General administrative functions.

File Groups: Determines access to what file groups, what Plan Files, and what abilities within those
File Groups.

Tables: Determines access to Data tables.

Files: Determines access to select Axiom files. Eg: reports.

o6 S Y N T E L L I s © Syntellis Performance Solutions, LLC, 2020. All rights reserved.
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Security Setup

(®) Users (0 Roles (0 Subsystems  uyUser: Holland, Teresa (tholland) 162 user(s), 42 admin(s)
Sort By: | Last Name ~ General | Permissions || File Groups | Tables | Files | Startup
Show: Enabled Disabled Edit file group permissions.
<type here to filter list>
Budget-2020_v3 Budget-2021
Crossol Al axiom Software — O b4 File Group | Plan Files
De B
i Configured Permissions
Dean, Y _ Select issi t dit £ +
i issi ils: elect a permission to edit: s =
Deweel '0/' Effective permission details: P
Diallo, 1: User configured permission of 'Plan files: DEPT.WVP = "Sally Klein’, =2 Plan file access: DEPT.VP = 'Sally Klein'
Dyda, § Access level: Read Only, Calc Methods: Mone, Interacts with Process Access Level:
East, El Management: True' Save Data: Mot allowed
Ella. Ni Unprotect: Mot allowed
! 2: Subsystem-specific role ‘Budgeting User’ permission reduced by Sheet Assistant: Mot allowed
Eng, L3 subsystem ‘Budget Planning' to Plan files: No plan files, Access level: File Processing Assistant: Mot allowed
Engel, Read Only, Calc Methods: Insert, Interacts with Process Management: Calc Method Access: Mone
Erving, True : iLall independently
Estey, 4 Interacts with Process Management: True
1 3: Role 'Budgeting User” allows 'Plan files: Mo plan files, Access level:
Evans, Read Only, Calc Methods: Insert, Interacts with Process Management:
Evans, True’ Effective Permissions
Exec, ]
Falknet 4: Subsystem Budget Planning restricts permissions to: -2 Plan file access: DEPT.WP = 'Sally Klein®
] Plan files: DEPT.WP = "Sally Klein’, Access level: Read Only, Calc Access Level: Read Only
Film, F Methods: None Save Data: Mot allowed
Foster, Unprotect: Mot allowed
Funchd Sheet Assistant: MNot allowed
File Processing Assistant: Mot allowed
Gallow,
4 Calc Method Access: Mone
Gann, Interacts with Process Management: True
Gilb TTET
f _er‘-t, ) o i =2 Plan file access: Mo plan files
Gillispie, Melissa (MGillispie) Financial Planning-2017 Level: Read Only
Goldstein, Jeff (JGoldstein) Financial Planning-2018 : Mt allouseed
e Show Details
<k - x .
Log in as selected user| Apply | | OK | | Cancel
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File Groups: Role Inheritance

Defines access rights for plan files in
file groups

Role inheritance depends on the
permission set up at the user level

Can set role inheritance to be:
None - role settings are ignored

Combine - Combined with user settings
(Recommended)

Independent - role settings are inherited
independently for user settings

z. ; S Y N T E L L I S © Syntellis Performance Solutions, LLC, 2020. All rights reserved.
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General | Permissions | File Groups ||Tables | Files | Startup

A | Plan File Permission

# Configure the access level for a set of plan files.
&

File Access Level: | Mo Access

[ ] Allow Save Data [] Allow Unprotect

[ ] Allow Cale Method Insert [ ] Allow Sheet Assistant

[] Allow Calc Method Change ] Allow File Processing
Apply settings to:

®) Filtered Plan Files '_} All Plan Files

Interacts with Process Management Help
When selected, plan file processes can elevate user access to plan
files included in this permission set, and process role assignments
will consider this permission.

ole Inheritance: | Independent

- Combine
i i

Independent

27



[ ]
Ta bles a nd fl Ies General Permissions | File Gmupsl Tables | Files I':'.tartup

* For Tables and Files, the user inherits the most permissive set of rights
among their user settings and any roles

* Suppose the user has the following settings for a report folder:
* User: Read-Only
* Rolel: None
* Role2: Read/Write

* Examples:

* Rolel + Role2 = Read/Write access to that report folder
* Rolel only = Read-Only access since their user permissions grant Read-Only.
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Security Best Practices

Always test a subset of users after making a role or user permission change and check the users’
effective permissions to confirm the change took effect

Do not modify any product included roles
If you would like to add a custom permission to a set of users:
Create a new custom role
Provide the permission(s)
Add the users to that role

Limit number of user level changes made to permissions
Always think role first when granting permissions

Requires less security maintenance by managing a small set of roles instead of a large set of users

Remember to log in as the test user to confirm permissions

z. ; S Y N T E L L I S © Syntellis Performance Solutions, LLC, 2020. All rights reserved.
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MAIN ADMIN MMAIN

Axiom Help

Main Menu | Online Help | Advanced Help

Advanced Help

IR A LA O was this information helpful?

Security

About Axiom Software security

The Security Management Security SUbSYStemS

Jial Topics in this section
C129d Security subsystems allow you to define groups of users to be managed as a distinct "subset" of users

Managing users and roles within the system. Using subsystems, you can:

« Define a group of users to belong to the subsystem and be limited to a certain maximum level of Enabling subsystems
permissions. When you create a subsystem, you are essentially drawing a permissions boundary
that users who belong to the subsystem cannot cross.

About subsystems

Security settings .
y o Managing subsystems

Security subsystems . - ) ) Managing subsystem roles

» Assign one or more subsystem administrators who can manage security for the users that belong to

the subsystem. This allows you to give certain users the right to manage other users' permissions, Managing subsystem users

without needing to grant them full administrator rights or even full security administration rights.

About subsystems
Enabling subsystems

- : S ot a v oles. : issi as é : s be used to Related PD
Managing subsystems Subsystems are n ot an alternative to role Ro\eslgrant permissions as a group; role par1rw_c3t be used tc
deny permissions or to grant user management rights. Subsystems are intended for situations where you w
Managing subsystem roles need to create independently-managed user groups that work within the same system but only need

access to specific defined areas of that system. Roles can then be used to grant permissions within the

Managing subsystem users limits of the subsystem.

Bulk edit of security

NOTE: Subsystems are optional in systems without installed products. Subsystem features are only available if you have enabled them using the system
Security tools configuration settings.

Security integration

Other Administration

I o S Y N T E L L I S © Syntellis Performance Solutions, LLC, 2020. All rights reserved.
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Questions and Answers

Please send suggestions for future webinars to

(Note new email address)
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